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Real-time, network visibility and intelligence solutions

Reconfigurable Frame Processor, Next Generation (RFP-NG)
Redefining 1G-100G network monitoring, control and visibility

AP P L IC A T I ON S

MantisNet software enables advanced
full line rate processing for core and
mobile network deployments; midspan or at the edge
◦ Network optimization
◦ Deep protocol parsing and filtering
◦ Continuous survey and monitoring
◦ Clean up heavily over- encapsulated
traffic
◦ Operational troubleshooting, anomaly
detection and Fault Isolation
◦ Traffic management: filtering,
aggregation and load balancing
◦ Network event detection
◦ Active remediation: filtering and
quarantine, de-encapsulation,
encapsulation, time stamping
◦ Automation, tool chaining and
mirroring

B EN EFIT S
◦ Improved visibility and manageability.
◦ Increased performance, utilization,
efficiency, and reliability.
◦ Provide the ability to programmatically
monitor and deliver real-time,
standardized network intelligence.
◦ Generate high-resolution quantitative
details, flow records and statistics.
◦ Stream telemetry (operational) data in
a highly efficient, easily consumable
fashion.
◦ Support orchestration and service
level assurance.
◦ Integrate with new and existing
network management frameworks,
enables innovative service offerings.
◦ Investment protection: Reduced OpEx
and CapEx for development, test,
operations and maintenance.

P RODU CT OVE RV I E W
The Reconfigurable Frame Processor-Next Generation (RFP-NG) software provides
network intelligence, visibility and traffic engineering capabilities for complex network
traffic and speeds from 1G to 100G and beyond. The RFP-NG consists of (P4)
software applications running on white box switches or software defined networking
(SDN) platforms. It provides software-controlled connectivity, instrumentation,
monitoring and visibility across the most complex network deployments without the
need to replace existing infrastructure or deploy separate management or monitoring
equipment.
The solution provides advanced instrumentation, traffic management and improved
operational efficiencies and risk reduction for operations teams suppor-test labs,
production networks, cloud infrastructure and data centers.

P RODU CT DES CRI PTI ON
The MantisNet Reconfigurable Frame Processor-Next Generation (RFP-NG) software
provides all the advanced connectivity, traffic shaping and management capabilities
required for improving the performance, reliability and security of today’s test or
production networks. MantisNet’s RFP-NG network intelligence and visibility solution
is a YANG model driven network telemetry system that provides data-plane control,
flow aware, load-balancing, traffic shaping and filter capabilities.
The addition of a programmable data plane, advanced instrumentation, and
embedded match-action processing provides the ability to generate complex event
counters, and time-series data as well as providing a real-time control channel that
allows the system to insert, delete, and modify entries providing hooks to perform
run-time tasks, such as real-time analytics and traffic shaping at
1/10/25/40/50/100G network speeds.
With programmable access, through open RESTful APIs with the software, to all
control plane traffic, advanced instrumentation, and telemetry services via in-band
network telemetry and out-of-band network telemetry channels - real-time visibility
and control is now achievable. The application of data science tools and techniques
is now within the realm of possibility; with the ability to instrument the network to
support new workloads and manage them via both existing tools and analytic
workflows combines the best of today’s tools and tomorrows capabilities.
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OP EN M A N A GE M ENT A RCH I TECTU RE AND TE CHNICAL FE ATURE S

YANG model driven network telemetry for both Out-of-Band Network Telemetry (ONT) and In-Band Network Telemetry
(INT) information. This allows for the collection and reporting of network state, without requiring intervention of the
control plane. ONT can be delivered over the management interface and Inband Network Telemetry (INT) can be
delivered as added/inserted into the header fields that are then interpreted as network “metadata”.
◦ Supports In-band and Out-of-Band Network Telemetry (INT & ONT):
◦ Yang model driven (OpenConfig or IETF) supporting standardized encoding (JSON, ProtoBuf…)
◦ Supports open APIs (NETCONF/RESTful/gRPC/CLI) for integration with network components and
automation/orchestration solutions

B A N DWI D T H, P R OGRAMMAB I L I T Y & ADVANCE D INSTRUME NTATION:

Stateful behavioral packet processing and Finite State Machine (xFSM) constructs is now possible:
◦ Multiple programmable match-action tables,
parser/de-parser and filters based on rules,
pattern matching or offset

◦ Capture / parse on ingress port identification

◦ High resolution flow forwarding

◦ Dynamic parsing and de-parsing/de-encapsulation of
complex headers: MPLS, GRE, GTP, VN-TAG, Q-in-Q,
RSPAN, VXLAN, GENEVE …

◦ Flow masking, the ability to recognize a flow and
mask it from the data

◦ Counters: counters for port statistics and traffic
integrity monitoring

◦ Deep packet filter matching with the ability to
filter protocols based on inner fields

◦ Matching filters

◦ Filtering based on MAC, VLAN, IPv4/6, L4, TCP
flags, and tunneling protocols

◦ Timers

◦ Rule-based stripping and tagging

◦ ACL-by-ACL filters,
◦ Time Stamping: PTPv2
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H A R DW A R E DE P LOY MENT OP TI ONS
The RFP-NG software is deployed on white box switches that are powered by the Intel/Barefoot Tofino chipset.
Examples:

AB OU T M A N T I SN E T
MantisNet develops Software Defined Network (SDN) and Network Function Virtualization (NFV) network intelligence
solutions that provide businesses and governments real-time network monitoring solutions, for 100G speeds and beyond.
MantisNet’s solutions better enable network teams to monitor, manage and engineer the increase in network traffic flows
they’re experiencing compared to the preceding generation of packet brokers, firewalls, load balancers and event
management solutions.
MantisNet combines end-to-end visibility, wire-speed network monitoring and protocol analysis (from L2 to L7) with the
ability to perform real-time traffic engineering and remediation against operational issues, security threats, fraud, and
malicious activities, either manually or autonomously. Our solutions are deployed at leading telecom, service providers,
NEM labs and government sites. We work to make network intelligence actionable for a broad range of DevOps, network
and application performance testing, streaming analytics, and cyber security applications.
For more information, visit www.MantisNet.com
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